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CERTIFICATION

1, Scott Renz, hereby certify that I am an officer of the
company named above, and acting as an agent of the company, tha:z
I have personal knowledge that the company has established
operating procedures effective during the calendar year 2009 and
0o cthe present zhat are adequate to ensure compliance wich the
Customer Proprietary Network Informaticn rules se:z forth in 47
PR, 64,2001 et seg. of the rules of the Federal
Communications Commission,

crached to this cercification is an accompanying statement
that (i} explains how the company's procedures ensure that the
company is in compliance with the requirements set forth in 47 C,
F.R. G4.2001 et seq. of the rules, (ii) explains any actions
taken against data brokers during the past year, (iii] summarizes
all customer complaints received In the past year concerning the
unauthorized release of CPNI and (iv) reports information known
to the company regarding tactics pretexters may be using to

accempt to access CPNI.
; e

kKame: Scott Renz

Title: Presjdent
Dateﬁ%%igzziE::___




Ray's Electronics, Inc.
FAN %o, 0002332275
Ferm 499 Filer IC 819368
CPHI Certification

STATEMENT

Ray's Electronics, Inc. (TCarrlez”) has established cperating procedures that
ensure compliance with the Federal Comnunication Commission (“"Commission”)
regulations regarding the protection of customer proprietary network information
(“CPNI").

L Carrier has implemented a systen whezreby the status of & customer’s CPNI
approval can be determined prior to the use of CPNI.

L Carrier continually educates and trains its employees regarding the
appropriate use of CPNI. Carrier has aestablished disciplinarcy
procedures should an employee viclate the CFXNI procedures eastablished by
Carriez.

. Carrier maintains zecord of ita and its affiliates’ sales and marketing

campaigns that use its customers CPNI, Carrier alsc maintains a record
ef any and all instances whare CPNI was disclosed or provided te third
parties, or where third partlez were allowed access toc CENI. The
records includes a description of each campalign, the specific CPNI thac
was used in the campaign, and what products and services ware cffered as
par: of the campaign.

L] Carrier has westaplished a supervisory revlew process regarding
compliance with the CPNI =rules with respect to cutbound marketing
situaticns and maintains records of carsrier compliance fgr a minimum
pariod of one year. Specifically, Carrier’s s=ales perscnnel obtain
supervisory approval of any prepcsed outbound marketing regueat for
customer approval regarding CPNI, and a process ensures that opt-out
elections are recordecd and followed.

L Carriesr tock the folleowing actions against data brokers in 2009 and to
the present, including proceedings inatituted or petitiona filed by

Carrier at a state commission, in the court system, or at the Federal
Communications Commission. Mone

- The folleowing is information Carrier has with respect to the processes
pretexters are using to attempt to access CPNI, and [if any] what stepa
carriers are taking to protect CENI:

Carrier has determined that no pretexter has attempted to access CPNI

on Carrier's system.

. The following is a summary of all customer complaints received in 2009
and to the present regarding the unauthorized release of CFNI:
. Number of customer complaints Carrier received in 2003 and to the

present related toe unauthorlzed access te CPNI, oy unauthorized
disclosure of CPNI: None
- Catagory of complaint:

- 0 Number of lnatances of improper access by employees
- 8§  Number of instances of improper disclosure to
indIviduals not authorized to receive the information
= 0  MHNumber of Instances of Improper access to online
informaticn by 4individuals not authorized to view the
information
- a Bumbar of other Instances of improper access or
discliasure

- Description of instances of improper access or disclosure! Mona



OPERATING PROCEDURES 7O ENSURE
COMPLIANCE WITH THE FCC CPNI RULES

Attached herera to the extent applicable is a summary of rules and
procedures to follow with respect to Network and Systems owned and
operated by Ray’s Electronics, Inc. as it involves Customer Proprietary
Network Information (™CPNI®) and Other Customer Information under
applicable FCT rules.

You are to review and read the attached and should you have any
guestions, please contact Harry Fitzgerald, President, at:

Ray’s Electronics, Inc.
14250 W SR 105
Oak Harbor, CH 43449

IT IS THE POLICY OF RAY'S ELECTRONICS, INC. TO NOT RELEASE AKY CUSTOMER
PROPRIETARY NETWORK INFORMATION FOR ANY REARSCN ANC ALL EMFLOYEES ARE
TRAINED ON AND ADHERE TO TEIS POLICY.

1. No disclosure of CFNI information to any party is permitted by
any employee or agent of the Company without Zfeollowing the
CPNI procedures and rules established by the Company. In this
respect, given the current network operations of the Company,
all such information to be provided will require the expreas
prior approval or consent of the managers and/or cfficers of
the Company.

2 You must protect against attempts by any party to gain
unauthorized access to CPNI. Before any access is permitted,
you must properly authenticate a customer prior te disclesing
CPNI based on information or customer initiated telephone
contact, on-line account access or, if applicable, in stecre
visic.

= Since the Company does not currently provide a password to
customers, the Company may only disclose (if applicable) call
detail information by sending it to the customer’s address of
record, or by calling the customer =t the telephone of record.

4. if the customer is able to provide call detail information to
the Company during a customer-initiated call withocut the
carrier’s assistance, then you are permitted to discuss the
call detail information provided by the customer.

5 I1f applicable, the Company may disclcse CPNI to a customer (if
applicable) who at a carrier's retall locatiorn (If
applicable), first presents to the telecommunications carrier
or its agent a valid photo ID matching the customer’s account
information.

€. Please note, the above rules may be modified for Business



140.

11.

Customers of the Companies pursuant to the terms of a
Contractual Agreement which addresses the issue of custcmer
informatien in authentication and reguires where a Subscriber
has a designated account representation and the matter is
addressed by such contract.

There are specific notification requirements and procedures to
law enforcement authorities which must be followed Lif there is
a breach of customer’s CPNI. See attached §64.2011.

Flease review the attached CPNI rules and procedures.

You may ask a Company Manager or Officer to review with you
any questions you may have with respect to the procedures est
forch herein.

Although as a whole the communication service provided by the
Company is not interconnected service to the PSTN or VOIP, you
must still recognize the Iimportance of protecting tec the
extent if applicable Customer Proprietary Network Infermacion.

Report any evidence of wrongful or illegal activity with
respect to CPNI to the Company </o Scott Renz, Ray's
Electronics, Inc., 14250 W SR 105, Oak Harbor, OH 4£3448,
telephone (419) B898-07889.
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Appendix B
Final Rules

Subpart U of Pert €4, of Title 47 of the Cods of Federal Regulations is amendet to read as follows:
SUBPART U~ CUSTOMER PROPRIETARY NETWORK INFORMATION

* 1. Section 64.2003(K) is amended to fead s follows:
Telecommunications cariér or carrier. The terms “welséommunicatibas carmier” of “carrier”
shall kmve the sariie meaning a5 set forth in ssction 3(44) of the Comaounicatons Act off 934,

us ameoded, 47 U.S.C. 153(44). For the purposesof tiis subpart, the term
“ielecommunications carrier” or “carries”™ shall include an entity that provides interecanected

Vol service, asthat lerm is defined in section 9.3 of thess rules.

2 Sﬂ.‘.‘dﬂnﬂm unnm&dbymdﬂigﬁihrgmp}s[a}{ﬂmgy:dﬂngmfnﬂumg

. (8) Accouns information. “Account information™ is information that is specifically connssted o
Lthe custornss’s servics relationship with the camiér, including such things as an account-
mhawmmﬁ@ﬂhﬁ#manmmwmmmummmm
bill*s amount, . 4

; ﬂ?} ﬂﬂ'ﬂ"ﬂ!@"rmﬂld An lddrmd'rn:ml ," whether postal urr.lem:mm, is ant address thar the
carrier has associated with thecustomer’s account forat lzast 30 days.

(d) Call detail information. Any information that perains o thé transmissios of spesific

telephone calls, inchuding, fér ombound cails, the numbet esllsd, and the tme, locstion, or
duranion ol aoy call'and, for infibund ealls, the number from which the call was pilcad, and

the time, location, or durstiod ol any call.
(m) Readily ovailable biographical information. “Readily available biographical infonmation™ is

-~ information drawn from the customer's life history and includes such things as the customer's
social security number, or. the last four digits of thathumbes; mother's maiden name; home

address; or date of birth,

() Telephone member of record. 11:=t-talu,phnu= number essocinied with the underlying servies,
not the tzlephone number supplisd as xcustomer's "dontact informption.™

(r) Valid photo ID. A *vilid phoio ID" is a -issued means of personal identification
with a pholograph such es a drivar's litense; pdssport, nrcnmputh]cm thal is not expirsd.

: Smﬂlﬂﬂimxﬂulmuﬂdmmdufnﬂm

(3) LECy, CMRS providers, and entities that provide intertonnzcted VolP servics s thel lenn is
defined in section 9.3 of these nules, may mCMaiqhnulnmuEnﬂippfwal. lo marke!
services formetly known.as sdju:l-tn—hn: $érvices, such n,ttrt ol Hmited'lo, speed
dialing, computtr-provided directory essistante, call monitozing, call zacing. call blacking,
gall reflm, repeat dialing, call mc.ldng;u.ll waiting, caller LD., call forwarding, and cersin
ceatrex features,
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4. Section 64.2007 is emended by deleting paragraphé (b)(2) and (b)(3), &nd revising paragraph
(bX 1) 10 read as follows:

(b) Use of Opt-Cint and Opt-In Approval Pm:m A i=lecomsunications carier may, subject
to opt-out approval oc opi-in approval, uss its customer's individually identifisble CPN] !'q;
the purpose of markeling communications-refated services to thel customer, A
telecommunications carriermay, sibject to opl-out.2pproval or opl-in approval, discloss its.

. cuslomer's individually identifizble CPNI, for the purpose of marketiog communications-
related services (o thal ‘customer, (o its agents and its afTiliotes that p:ﬁvidh‘mmzmn!nﬂom-
related serices. A telecommunications carrier may also permit such persons or entities 10
obtain occess to such CPNI for such parposes. Exceptfor use and disclosure of CPNI that is
permitied without customer approval under section § 64.2005, or that is dessribed in this
pamgraph, oraso provided im gection 222 of the Communications Act of 1934, es
amended, a {elecommunications carrier may only use, disclose, gr permitaccess to fls .
customer's individually ideotifiable CPNI subject |o opt-in approval.

5. Section 64.2009 is amended by revising partoraph (¢) to read as foliows:

(e) A telecomimunichtions camicr must hove & offcsr, as an agent of the carrier, sign and file
with. the Commission b complidntce certificate bn an annual basis. . The officer must state in
the cenifcation that he orshe hes personal knowledge that the cdrpany bas established
operating procedures that are adequsle 1o ensure compliance with the rules in this subpart
The carrier must provide a stsement mmpnyhgdmmﬁﬂﬂmupllinwhwlu
operating procedures ensurs st it is or is pot in compliange with the-rules In this subpart. In
addition, the carrier must inglude an explanalion of any actions teken agaivst dals brokers and
:mmyﬂlﬂ:m:whimmdﬂﬂin&pﬂmmhmmm
release of CPNL This filing must be mide annually vith the Erfbreement Bureau on or
before March | in EB Docket No. 06-36, for data pertaining 1o the previous calepdar year,

6. Secticn 64,2010 is added to read s follows:
§ 64.2010 Safegeards dn the distlosurs of customer proprietary network information

(8) Safeguarcing CPNI, Telecommunications carriers must taks reasonable measurss to discover
and protect against atlempts 1o gain unanthorized access 19 CPNL Telecommunications
carsiers rmust properly authenticale a customer. prior 16 disclosing CPNI bessd on customer-
imirizied telephone coatact, online pctcount access, or aa in-siore visil,

(b) Z'Hqﬂhammm:&m CPNI. Telccommunications carriers may only disclosé éall detail
information over the telephane, based on cugtomer-initiated telephane cootacy, if the
custorber first provides the carrier with a passward, as described in paragraph (e) of this
section, that is not prompted by the carder asking for readily vailoble biographizel
information, of socount inforimation. IF the customer does not provide 2 password, the |
i.-.lmumm:ﬂﬁm camier may only disclose call detzil information by sendiag it to the
customer’s address of record, or, by calling the cusiomer at the izlephone number of record,
tf the customer is able 1o provide call detail information 1o (he lelecommunications carrier
during 8 customer-initiaied eall withoui thie telecommunications carrier’s astistance, then the
telecomimunications carrief is psonitied to discuss the cill detail informetion provided by the

customer,
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(£} Online access 1> CPM. Atlmmﬂwuumnmw-uﬂmﬁuuamwmm
the use of readily available biogrphical information, or sccount information, prior o
sllowing the cusiomer anling sccess to CPNI relared (o & telezommunieations service
account. Onée auhenticated, the.cusigmer mpy only obtain online accessto CPNI related 1o
a telecommunicatigns service account throogh 8 password, uﬂu:n'br.d in paragoaph (&) 'of

this section; that is not prompied by ihe carrier ui.m; {or readily available biogriphical

information, pr account jnformation.

(d) In-siore access 10 €PN A mlmnmruum r.mui:my discloss CPNT (o 1 Etstomar
wha, at 8 carrier’s retail Jozation, Eanfrmti to the telecommimications carrier or ils llﬂﬂ
2 valid photo TD maiching the customer’s actount infbrmatioh.

() Estahlishment of a Password.and Back-up Auvthenticatiun Methods for Last or Forgotten
Paciwords. To establish & password, s telecomrbunicarions. carrier must authenticate the,

customer without the use ol readily available biographical informatien, or account
informetion, Telecommunications carriers may creare a back-up customer authentication’

methad in the event of a losror foggotten password, but such back-up customer suthentication
method may oot prompt thecustomer for readily available biographizal information, or
aceount information. if s cusiomer cannot provide the commect passward or the correet.
response fur the back-up customer suthentication methad, the customer must esiablish & new

password as déscribed in this pargraph,

(D) Moiification of account changesr. Telecommunications carfisrs mus! notify cusfoners
immediately whenever a password, cusiomer r=tponse (o a back-up means of suthendcation
for Jost or Torgotten passwords, online account, or address of record is created o changed,
This notification is oot required when the customer initiates service, including the s=iezfion of
o pessword arservice iniriedon. This notificadon may be through 8 carrisr-originaed
vaicemail or lext ressage 1o the elephone numbsr of record, or by mail 1o the address of
record, and must not reveal the changed infarmmion or be sedt 1o the new account _—

information.

{g} Burinexs Cresiomier Efempiion. T&mmm carriers may bind themsslves
comraciually to authentication ragimes other than those described in this secrion for services
they provide 1o Lheir business austomers that have both » dediciied ascount rqunum

and a.conwact that specifically sddresses (he carriers® protection of CPNI.

7. Section 64.2011 is added to read &5 follows:
-+ § 64,2011 Norification of customer prnp:{;.-.mrf network information security bresches

{2) A ielecommunications carrier shall notify lnw eoforcément of & breach of its costomers’
CPNT es provided in this section. The carrier $hall not notify its cusiomers or disclose the
breach publicly, whether voluntarily or under stale or local law or these rules, until it has
mmpi:ﬂ:dﬂwmwmafmufpn;hwlﬂwmmtmmmph &)

(b) As'socn as practicable, and jn. mnrmt.lgmthm s=ven ['.-‘} businzss days, after reasonable
determinotion of the breach, thetslecommunicatidns earrier shall electroniczlly notify the
United Stntes-Secret Servics (U355) and thie Federal Bureau-of [nvestigation (FBI) through 2

. central réporting facility, The Commission will maipizin & link to-the reporting facility st
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(1) Nﬂmfiﬂ:tpl'hdliﬁi any stale liw (0 the-contrary, the curier shall hot nolify customers or
disclose the breach 1o the pishlic uatil 7 full business days have passed afler notification

tothe LUSSS and the FHL cicept as pruvidhdin_pl__mplphﬂ]m {3

(2) I the carcier believes that there is an extraprdinarily urgent need o notify any classof
affected custnmers sponer than otherwise allowed under pamgrisph (1), io ordér Lo avoid
immediate and irreparable harm, it shall 5o indicate in jts notificstion and mey proceed 1o
immediately notify its affecied custamers only after consultarion with the relevant
investigating 2gency. The camrier shall codperate with the relevant invesfigating agency’s
request io minimize eny adverse effects of such customer potification.

{33 I the relevant investipating sgency deteomines that public disclosure or notice to
customers would impede o compromise an ongoing of poteitial crimindl investigation or
" national security, such agency may direct the carrier not to so disclose or ootify foran
initial period of up 10 30 days. Such period may be exiended by the agency as reasonably
necessary in the judgment of the sgency. If such direction is given, the ageocy shall
ootify the carrigr when it sppears thar public disclosure or natics ta sffecied customears
will no longer impeds or compromise a criminal investigation or national security. The
ugency shall provide in writing its initial direction 1o the carsier, any subssquen
«exiengion, and any notfication that noties will ns longer impede or compromiss a
<criminal investigation or national security and soch witings shall bé.contemporansousty
logged e 1he same repbirting facility thal contains records of notifications filed by -
eamiers, )

{uj. Cuttomer Notjffcation, Aftera u'l-mammunimim carrisr has complated the process of
notifying law enforcement pursuant-to parsgraph (b}, it shall notify ity customers ofa breach
of those cusiomers' CPN,

'(d) Recordieeping. All carriers shall maintain o record, elestronically or in some other manner,
ol any byeaghes discovered, notifieations made to the USSS and the FBL pursuant
paragraph (b)), and notifications mads tb customers. The record must intlude, if avallable,
dares' of discovery and notification, a detailed description of the CPNL that was the subjes] of
the breach, and the circumsiancss of the brésch. Calriers shall recain the-récard for a
minimuny of 2. years, ) )

(&) Dgfinitionr. As used io this section, u “bresch™ Bes océurfed when & pérson, withoul
authorization or exceeding suthorizoion, has Inicationally gained ncéess to, used, or
disclosed CPNL

() This section doss nal supersede asy stanute; regulation, ordér, or-intzrprewtjon in any Ste,
exespt 1o the extent thal such stahee, reguilation, order, or Jnterprefation-is inconsistent with

the provisions of this section, and then ooly 1o the extent of the incossisteacy:



